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T NBR@e0 internet explorer 9 import FFF|CTTIT fAFAS TAEFASEN SORER]
B

Start IE, Go to Tools->Internet Options—>Content. WIS9d Certificates 4 FF IFaI

2 Blank Page - Windows Internet Explorer provided by Yahoo! UK & Ireland

- | aboutiblank 7 [#][%] [=

v |§B\ank Fage I | fir Home =[] Feeds () s Print - [:5k Page i} G Tools ~

Delete Browsing Hiskary. ..

Pop-up Blocker 3
Phishing Filker »
Manage Add-ons 3

Work Offline

windows Update

Full Screen F11
Menu Bar

Toolars 3

Send to Blustooth Devife...
Create Mobile Favoritd...
Sun Java Console




Internet Options ' fed

General I SECUrity I Privacy Dnnectinns I Programs I Advanced I

Zontent Advisor
Q\ Ratings help wou control tye Internet content that can be
viewed on this computer,
Sekkimgs
Certificates
Lze certificates For encrypted connections and identification,
Clear 551 state Certificates Publishers |
D
AutoComplete
.f' ¢ AutoComplete stores previous entries Setkings |
?j on webpages and suggests makches
Far yau,
Feeds
E Feeds provide updated content from Settings |
A wehbsites that can be read in Inkernet
Explorer and other programs,
(8] 4 Cancel Apply

BIFTE APTEANE “Personal” tab ST Certificates J1(T a3 dialogue (7|




Inkended purpose; I«::.ﬁ.ll:b j

Personal Dother People I Inkermediate Certification Autharities I Trusted Rook Certificatior_4 I r I

Isued To | Issued By | Expirakia. .. | Friendly Mame |

Expark: Remoyve gdvanced. .,

Certificate intended purposes

Wiew

Close

ol

AT eI e Srepiae Fpa:
Import->file browse FFa-> next G HIF|




Certificate Import Wizard x|

File to Import

Specify the file vou want to impork,

File name:

Browse. .. |

Moke: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PECS #12 (. PFX, PL12)
Cryptographic Message Syntax Standard- PECS #7 Cettificates ( P7E)

Microsoft Serialized Certificate Store (,55T)

- 5
< Back @ ) Cancel

N6 "W FFA(pfx/pl2 extension ST) | APTAE FIR export/import 9T Ty
THSITT BRE|“Enable Strong private key protection” option o & FHFITT@:9F next
IO SI|




Certificate Import Wizard B x|

Password

To mainkain security, the private key was protected with a passwaord,

Type the password For the private key,

Password:

@ le strong private kew pratection. ¥ou will be prampked every time the

wate key is used by an application if you enable this opkion,

™ Mark this key as expartable. This will allow you b back up or transport your
kews at a laker time.

|7~ N
< Back. @ Cancel |

THIATT SN @7 FANAT 9T Certficate “Store Selected by Users” option f&
M|
e:F finsh IO BIF|




Certificate Import Wizard x|

Completing the Certificate Import

Wizard

¥oul have successFully completed the Certificate Import
wizard,

¥ou have specified the Following settings;

b TN Fersonal
Zontent PFx
File Mame i \Documents and e

Jl | i

< Back @ Zancel |

236 qgd TR@G F import @ ok IHA SFEAI WHASIF AF0 qgd W6
import X@| ok I S|

Importing a new private exchange key x|

An application iz creating a Protected item.

CryptadsPl Private Key

Security level zet to Medium Set Security Level... |

Cancel Dietails. . |

af6 a3 %9 ©1F 'certificate import' a7 G (TATA|




Certificate Import Wizari x|

L1 J The impart was successful,

A “Certiificates” dialogue box 4 imported certificates 49 status (WAT® & |

Inkended purpose; I«::.ﬁ.ll:b j

Personal |Other People I Inkermediate Certification Autharities I Trusted Rook Certificatior_4 I r I

Issued To | Issued By | Expirakia. .. | Friendly Mame |
(2] restuser WWindows CA 712312011 testuserCRT

Expark: Remoyve gdvanced. ., |

Certificate intended purposes

Wiew |
Close |

3BNA6 AFETES 3 514 TG0 import' F91F Tafe

9F3eTE e TMGRHE66  internet explorer A import FFF|93IE AT “ Trusted




Certification Authorities” (W@ e @I

Certificates

Intended purpose: I::F'.II::

Intermediate Certification Autharities

IssuedTa | IssuedBy /7

Elautoridad Certifica. . af29 2009
El autoridad Certifica. . 6302009
ElBaltimore EZ by DST  Baltirgefre EZ by DST 742009
Eelgan:n:nm E-Trust P... Qacon E-Trusk Prim...  1/21)2010
Edcaw HKT SecureM... /CaMW HET Securehet | ., 10/16/2009
Edcaw HKT Securely.  CaW HET Securehlet .. 10/16/2009
C&".'"." HET Secyeh.,. 8w HET SecureMet ... 10/16/2010
Elcaw HET #Eouret Caw HET SecureMet ... 10/16/2009
| s P P SR e Ny R

Autoridad Certifi. ..
Autoridad Certifi. ..

D3T (Balkimore E. ..
Belgacam E-Trus...

CW HET Secure. ..

WY HET Secure...

W HET Secure...

W HET Secure.., ﬂ

Rernove

Export. ..

Advanced. .. |

Certificate intended purposes

Secure Email, Server Authentication

Wi | ‘

Close

AFF import ABE FF FE@ ACE Tufs SEN FqNa FP| JICTH AN I3[0
warning message (W@ (I S 59 (F trust FE FA1l yes BT 972 ar=ifey

H%7ol(d message import RIF® (MA@ NS




Security Warning .

'T You are about ko install a certificate From a certification authority (CA) claiming to represent:
* Windaows CA

Windows cannot validate that the certificate is actually From "Windows CA", You should confirm its origin by
contacting "windows CA", The Following number will assist wou in this process:

Thurbprint {shall): 87879F5F ASCS7SF1 7EZAGAEL D6F1C232 45430091

Warning:

If wou install this root certificate, Windows will aukomatically trust any certificate issued by this Ca, Instaling a
certificate with an unconfirmed thumbprint is a security risk, IF wou click "ves" vou acknowledge this risk.

Do wou want toinskall this certificate?

arfa MGG status 8 (MA@ A&

Intended purpose; I::F'.II:: j

Intermediate Certification Autharities  Trusted Roab Certification Autharities | Trusted Publ 4 | 4 |

Issued To | Issued By I Expiratio, .. | Friendly Mame |i|
'-.-'eriSign Trusk Mekw, .. VeriSign Trusk Metwork,  8/2/2025 Verisign Class 2 ..,
'-.-'eriSign Trusk Mebw, .. WeriSign Trust Metworlk,  5/19/2018  Merigign Class 3 ...
'-.-'eriSign Trusk Mebw, .. WeriSign Trusk Mebwork,  S/2/2025 Werisign Class 3 ..,
'-.-'eriSign Trusk Mekw, .. WeriSign Trust Mebwork,  5/19/2018  Merisign Class 4 ..,
'-.-'eriSign Trusk Mebw, .. VeriSign Trusk Mebwaork,  8/2/2028 Werigign Class 1 ...
'-.-'eriSign Trust Mebw, .. YeriSign Trust Metwork — 8/2/2028 WeriSign Class 4 ...

7/11j2009 Z by DST EI

Impart. .. Expark. .. Remove Advanced. .. |

Certificate intended purposes

erk EZ by DST ¥cerk EZ by DAT

<Al

Close




ot I TGt [REfTe (e o oRe TeREst fFgnT P4 a3 T
i I View B FF TP

| Detais | certification Path |

T
= | Certificate Information

This certificate is intended for the following purpose(s):
#Praoves yvour identity bo a remake compuker

Issued bo:  testuser
Issued by: ‘Windows CA

valid from 7/23/2010 ko 7/23/2011

@ ‘fou have a private key that corresponds ko this certificate.

Issuer Statennent |

2« MS Word XP B | &% 135 @ IDocument & SIad o= e «pl o
RIFT FFA AR NG ST AT FFA|

Go to Tools -> Options->Security->Digital Signature




Document1 - Microsoft Word

—l8]x|
- File Edit Miew Insert  Format able  Window Help Type aquestion for Relp = X

DEHan SRy | apelling and Grammar...  F7 A Mormal -~ TmesMewRoman - 12 - B £ U \ s |E~-A- 2
El F Language 3 y MEws K

- R S B I A SRR - S
Word Count. .. : : : : : : : :

Speech
Letters and Mailings »

Tools on the Web,

ons
User Information | Zompatibility I File Locations
i Wi | General i Edit i Print i Save

Spelling & Grammar I Track Changes

n options For this document
d to apen: I Advanced. .,

File sharirl options For this docurment

Y Passwarfl to madify: I

3 5 I Readlprly recommended

Protect Document, .,

5 Privacy opl

I Remove personal infarmation From this file on save

I warn before printing, saving or sending a file that contains tracked
kY changes or comments

I Store random number to improve merge accuracy
Macro security
e Adjust the security level For opening Files that might Macra Security. .

s contain macro wiruses and specify the names of =
‘ trusted macro developers,

QK Cancel

-
£
(=]
F

11 At 1" ln1  Col1 REC TRE EXT VR English{U.5

qoFT ATA(F available signature to sign T A6 dialogue (TNF XTI afe

TP (AE TR NGEHEE e FF & add I0E FF FF1 ©FTF ok

gkal




Digital Signature

Signaturez

The digital signakure generated by QOffice may not constitute a
leqally binding signature, For mare information, read about digikal
signatures in Help.

The following have digitally signed this document;

Sigriet ] Cigital ID Issued By ] Diate

Select Certificate

Select the certificate wou wank ko use,

Issued ko Issued by Expiration Dake

Windows A

|!A

)|

d K i[ Cancel H Wiew Certificate ]

ST document, digitally signed X (S| ATAE document A% foF (W@ aF
f9 mouse S “the document is digitally signed” dialogue (WTE|




&l Digital Sign test doc.doc (Signed) - Microsoft Word

File Edit Y¥iew Insert Format Tools Table Window Help
28 &&Y O - W 100% - P4 Normal v TimesMewRoman ~ 12 + B 4 U _ =
L . ,Z§---u---1---|---2---|---3---|---4---n---s---n---a-:-l-:-f> =
ot
This document 1s created to test digital signing. It' s a completely new thing in our
country. It may take time to adopt by general people. So what? Let’s try to raise
= awarene 52 in favor of it
~
-
-+
-]
il F
@
7 ¥
= s aUEUIT\EﬂE 135 EEEFI EI\;IEEYS\I]HEE
Page 1 Sec 1 1)1 4t 1.3 In3  Col 27 Engish(l.s G| &

New Document
Open a document
B’ Documents, ..
New
[ Elark Document
Eﬂ EBlank Web Page
A Blank E-mail Message
MNew from existing document
@j Choose document. .,
New from template
EJ aeneral Templates...
Q Templates on my Web Sites. ..
ﬁ"] Templates on Microsaft.com

[ Add Metwark Place. ..
@ Microsoft Wword Help
| Show at startup

Mail Signing
AT AAE TGRA@E6 internet explorer 4 SEA AT SR import FF4 | 39H
ST outlook mail client STTN| {6 T ST Fpev|
Tools->Options—->Security




Options

Preferences ] Mail Setup | Mail Format ] Spelling @ Qkher ] Celegates ]

Secure e-mail

% [ Encrypt contents and atbachments for oubqoindNnessages:
[ Add digital signature to ouktgoing messages

¥ Send clear text signed message when sending signed thessages

[ Reguest secure receipt For all 5{MIME signed messages

Default Setting: ]My SIMIME Settings (testuser@s j

Secure conkent

Security zones allow you ko cuskomize whether scripks and active
content can be run in HTML messages. Select the Microsoft
Internet Explorer security zone ko use,

Zone: i) Restricted sites =l Zone Sethings. ..

Digital IDs (Certificates)
% Digital IDs or Certificates are documents that allow vou to prove wour
2 identity in electronic transactions,

Fublish ko GAL. .. ‘ Import/Expart, .. | et a Digital ID... |

Ik | Cancel | ] |

“Default Settings” text box f& check FFa1af6 NGt mam@ I MGG
T[EIIFIANT mail id 9T Y TR 37| “Settings” 9 FF FIE@ T “Signature
Details” (WATF|




Change Security Settings

Security Setting Preferences
Security Settings Marne:

| My SMIME Settings (testuser@spectrum-bd., com)

Secure Message Format: 1SII'MIME

v Default Security Setting For this Secure Message Format

Iv Defaulk Security Setting For all secure messages

Security Labels, .. ‘ =) | Delete |
Certificates and Algarithms

|
|
Signing Certificate; | =T

Hash Algorithm: |MD5 L]

Encrvption Certificate: | : Choose. .,

Encryption Algarithmm: |RC2 i 125-hit) Lj

v Send these certificates with signed messages

Fod AF6 mail FTYFISMTANE “message option” dialogue (WATE|“Security Settings”
AeE FF FF4




Message Options

Message setkings

@ Importance: |(JEc ] @ Change security settings Far this message,

Sensitiviky: I"-.Iu:urmal

Yoting and Tracking options

@ [ Use voting buttans:

Security

Security Sekkings. ..

[ Request a delivery receipt For this message

[ Request a read receipt For this message

Delivery options

@ [ Have replies sent ka: ]

W Save senk message ko ]Sent Ikems

[ Do not deliver befare: |10 _J |1

[ Expires after:

aktachment Format;

Encoding:

]Default _:]

I.ﬁ.utD-SeIect

=

=
&

Select Names. .,
Browse, .,

Contacts. .. |

Cateqoties. .. |

Close |

Fod 9F6 “Security Properties” window (73TE|




Security Properties

[ Encrvpt message contents and atkachments

v add digital signature ko this message

¥ Send this message as clear text signed

r Reguest secure receipt for this message

Security Settings
Security setting:

dalgask * || Change Settings. .. ‘

Security Label
Palicy Module: ]::I‘-.Iane:b LJ anfiglre

ok | Zancel

“Add digital signature to this message” fAgIEd FPa|“Security Settings” 4 ST
T 6Re@6 l%{_ﬂ'TW FFAlok FF FFa AR message option dialogue box o 3% FFa|




Security Properties

[ Encrypt message contents and atkachments

v add digital signature ko this message

¥ Send this message as clear text signed
r Reguest secure receipt for this message

Security Settings

Security setting:

Py SIMIME Settings (testuser@spectrum-bd , Jl Skl =8e= 1 [g T A ‘

Security Label

Palicy Module: ]::I‘-.Iane:b LJ anfiglre

Co P cn |

A919 send ToA I(:‘lalbo*l FFA| APEF mail & THTeNF digitally signed T T
A |92 SN mail box 4 send item 4 IAISNTAR mail & JIFI9ZCT digital sign

o wE|




¥ Sending digitally signed mail - Message (HTML) =13

File  Edit  View Insert Format Tools  Ackions  Help -
CoReply fHReplvtonl S Forward S Ex | v K e - e - & 7

Fram: testuser Sent: Thu 9/30/2010 3:48 PM
To: prsec!

et

Subject:  Sending digitally signed mail

Signed By:  testusen@spectrum-bd. com 1

Hi pmsecl
Hope you are well at your end

This is the first digitally signed mail to you. See the indicator with mail icon. You may trust next mails based on the
indicator. If it's being tampered by some intermediate users the indicator will change

Regards
testuser

Message Security Properties

E Subject: krving For fourkh times

Messages may contain encryption and digital signature lawvers, Each digital
signature laver may conkain multiple signatures,

W .':"-u.l:njei:t. iy
< Digital Signature Layer
+" Signer; testuseri@spectrum-bd. com

Descripkion:

Ok Signed message,

W always warn me about errors in secure e-mail,

mail JF3 A foF JFf@ digital signed received mail (W@ @]







